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WMIeaewalulagsnvusnadddde

TwazduanmuinuMzianIzZATAMe (Spec.)
Tongind...ATfviYaR
A.U8814 818199 2.899a1.. F1UIU .1 ...

WY AazAAanTgnaunIIwazimalulad 298U 4,425,000 um

nuazUfURn1magavuinsgiuszuuieettenisaeaisinsauuiay

[ Qusuuszanaisneld Uszsadl 2568 NusuUszanaUsedntl 2568
drdui s1eazdan U89
1 yarnuazUfURn1snndeUNIs§IUSTUUIASaYIENTHRa s IS ANLNAYN S1uqY 1 Y
Usenaudiesed

sen15il 1 yarnuasUfuRnmmadeuanasgIussuuATadten1sieansinsauunay
58U WAN 712U 10 90
Ynaz 381,500 U 52 UuidY 3,815,000 um
1. swazndearialy
1.1, Wugemeasuitelddnwmdnnisie \wEetetaya (Networklumsgu uag
gunsalléluseu LAN, WAN
1.2. duyaneasailednudnsegunsal LAN uag Intranet mesmsguasly
Yaqiu
1.3. Wuganeaefednunisinscluslapreauaznismsmusmuedots
AONRINDS '
1.4. \uganeasaitednmnisthgssne, msudlelamuagnsvngeulussuy LAN
wag WAN 1ef
1.5. \ugameassiiusznaulug RACK ieafuaug 27U W91 ANSI/EIA310D-
1992
1.6. L“ﬂuLﬂ'%'aqﬁ'mmimm%’umsausuﬂismﬂﬁaﬁmmmgwué’mm’%a*ﬁwamﬂa Ly
CCNA ¢t
2. swandeanunaia
a'lmsal,‘%ﬂuﬁ'ﬁ"aacém 9 Tuszuu LAN uag WAN &eil
2.1. Introduction to local networks
2.2. Signal coding and transmission media
2.3. The OSI model and the protocc;Ls LAN IEEE
2.4. Networks: Ethernét, Fast Ethernet and Gigabit Ethernet




2.5. Network devices

2.6. Structured wiring according to standard EIA/TIA 568A - ISO/IEC11801

2.7. Protocols: NetBIOS, NetBEUL, TCP/IP, IPX/SPX

2.8. Intranet and diagnostics on the networks

2.9. Architecture of a Peer-to-Peer network Operating System

2.10. Architecture of a network Server Operating System

2.11. @u19n WAN configure PPP, MLPPP, HDLC and GRE, QoS wayauisayin

VLAN i | .

gunsaluszneuiilélunismeses fgunsaliiviwihildeudetuisioteldged

3.1. Router vimihdidumidunaadotelussdu P Tnefinnianifcsi

311 diwedn WAN wuu 10/100/1000 RJA5 Sruauliitiesndin 2 wedn

3.1.2  fwesen WAN wuu SFP swnulaitesnii 2 weda

3.1.3 { Console Port wuu 10/100/1000 RJ455mauliitesnin 1 wede

3.1.4  {lvpsfisasiu Network Interface Module (NIM) 9nulsidasndd 1
aton

3.1.5 flesiizes3u Pluggable Interface Module (PIM) Shuaulsitionndn 1
aton

3.1.6  Inheausuuy DRAM ﬁﬁmmﬂly’ﬂaandw 4 GB

3.1.7  dmdeauswuy Flash M'e'mory fifvunlsitosnin 8 GB

318  alfuayunishawiiugusaieluil static routes, RIP, RIPv2, OSPF,
EIGRP, BGP, IS-IS, PIM SM, PIM SSM, ACLs, HSRP, AVC, DVMRP uaz
MPLS Teiidusehatioy

3.1.9  aduayunsih Encapsulations fuieluil GRE, PPP, MLPPP, HDLC
way PPPoE leidusteiiay

3.1.10 aﬁ’uaqumsﬁw QoS wuy Class-Based Weighted Fair Queuing
(CBWFQ), Weighted Random Early Detection (WRED), Hierarchical
Qos, Policy-Based Routing (PBR), Performance Routing (PfR) was
Network-Based Application Recognition (NBAR) 161

3.1.11 9993umsi Security 19w Built-in end-to-end segmentation (VPNs),
ZBFW, PKI, DNA Layer Security uag Secure Internet Gateway (SIG)
I Justnaifee

3.1.12 gunselanunsavusiegumgiigamgilunisyienu 0 8 40 ssrwaidea

3.1.13 vihumnunnsgiuanuUaends IEC/EN, CAN/CSA, IEC was UL 1d




3.2.

3.1.14
SulnlB

3.1.16

unsaivdasanusaRnfauy Rack 19 97 ¢
gunsalvisvun deaduvedmi lirermunnsTdoumnoy
flauenmfedinideudasionisdumunusving PNFHENNTE

saunuImielulszwealne Tealwdurusidauesian

Switches s¥6lu Layer 3 Aosaudail

3.2.1 1Uugunsni Gigabit Ethernet Switch fiflwe$auuy 10/100/1000 Base-
T Snuliddesndii 24 wase

322 {fiwesni¥ewsouuu SFP litleenin 4 nedn

323 aduayunasgiu Weghadosdsil
3.2.3.1 IEEE802.1D, IEEE802.1Q/p, IEEES02.1w, I[EEEE802.1s,

I[EEE802.1X
3.2.3.2 |[EEE802.3u, IEEE802.3ab, IEEE802.3ad, IEEE802.3z,
I[EEEB02.3x

3.24 1§ Switching capacity 56 Gbps wag Forwarding rate 41.66 Mpps

3.25 # MAC Address Table laitfoanin 16K addresses

326 aduayunsvi VLAN Idlsiidfeendt 4093 VLANs

327  Imdwanusman (DRAM) vwslidiiosnin 1GB DDR4 uawil
WA (Flash) vualideends 512 MB

3.28  @w15a5895U Jumbo ﬁlrames Frame 211m 9000 Bytes

3.29  annsnvi Link Aggregation ¢lsiTfesndn 8 nau wazluusazngy
anunsaiiduwesalalidesnit 8 wesn wazawnsail 16 candidate
ports Hevhuuy Dynamic

3.2.10 @wnsavi Port Mirroring aluagatias

3.2.11 @130y DHCP option U 12, 59, 60, 66, 67, 82, 125, 129 uay
150 Teiduseharioy

3.2.12 @wsavi IGMP v, v2 uag v3 Snooping Iailuststies

3.213 @wsavih SNMP version 1,'2c, 3 uaz RMON I#ifusthaiios

3.2.14 il Hardware Queues Tivfosnin 8 Queues Lﬁaaﬁ’uaqumiv‘h QoS

3.2.15 @wn3avh Class of Service doehatioanai

L
prased m( /7//‘/




28

3.2.15.1 Port based .
3.2.15.2 802.1p VLAN priority based
3.2.15.3 IPv4/v6 IP precedence/type of service (ToS)/DSCP based
3.2.15.4 Differentiated Services (DiffServ)
3.2.15.5 classification uag re-marking ACLs
3.2.15.6 trusted QoS

3.2.16 @wnsavi Rate limiting LUy Ingress policer, egress shaping tag
rate control per VLAN, per port 161

3.2.17 @wnsavh Security sgnatioadil]
32.17.1 IEEE 802.1X (Authenticator role)
3.2.17.2 Port Security
3.2.17.3 Storm control
3.2.17.4 ACLs

3.2.18 @wn0a¥i1 DOS attack prevention ¢

3.2.19 aduayunislda IPve 1¢

3.2.20 @3130UIMIIANIAIRUNTAINIUNTS Web user interface
(HTTP/HTTPS) uag Telnet Widuagaiiay

3.2.21 gunselannsavhlased HTTP/HTTPS, RADIUS, port mirroring, TETP
upgrade, DHCP client,-SNfP, cable diagnostics, Ping wag syslog e
Wueehaley

3.2.22 gunsallsifunisSusesumsgiu UL (UL 62368), CSA (CSA 22.2), CE
mark Wag FCC Part 15 (CFR 47) Class A iuaghatios

3.2.23 qunsaiionun Foaduvedual linesunsldausnien

3.2.24 fauermdeddiniisdeursininuiunus v INYHFAVTO
munudwmheludssvalne Tngliduvazidiauasan

e s

Switches 36U Layer 2 Aauautssdl

33.1. Uugunsal Gigabit Ethernet Switch ifwasmuuy 10/100/1000 Base-
T 3aulidesnii 24 wasn

3.3.2. diwesalaudanuu SFP Litesndn 4 wase

y el




8.3:5,

3.3.4.
8:3.5:
3.3.6.
3.3.7.

3.3.8.
839
3.3.10.
3.3.11.
3.3.12.
18

3.3.14.

3,515

[

atfuayuinasgy WWedhafosdsd

3.3.3.1 IEEE802.1D, IEEE802..1Q/p, IEEEE802.1w, IEEE802.15,
IEEEB02.1X

3.3.3.2 |EEEB02.3u, IEEE802.3ab, IEEEB02.3ad, IEEE802.3z,
IEEE802.3x .

X Switching capacity 56 Gbps Wag Forwarding rate 41.66 Mpps

il MAC Table laiffosnin 8K addresses

aansayin VLAN llaidesndn 255 Active VLANS

fimheanudndn (DRAM) aualaitfesndn 1GB DDRE wavil

wheAmud (Flash) sumlitfesnda 512 MB

#191905893U Jumbo ﬁamés Frame 9u1m 9000 Bytes

a111150%1 Port Mirroring lowflusenstioe

#113091 IGMP v1, v2 uaz v3 Snooping Iéitfiueteies

a13n30vi1 SNMP uaz RMON léifiuegnatiay

i1 Hardware Queues Liitfoandn 8 Queues Lﬁaaﬁ’uaqumsﬁw QoS

@131150%1 Class of Service Watatioasl

3.3.13.1.  Port based

3.3.13.2.  802.1p VLAN priority based

3.3.13.3.  IPv4/v6 IP precedence/type of service (ToS)/DSCP

based |

3.3.13.4.  Differentiated Services (DiffServ)

3.3.13.5. classification waig re-marking ACLs

3.3.13.6.  trusted QoS

#131350%1 Rate limiting WUV Ingress policer, egress shaping uag rate

control per VLAN, per port s

@150 Security aghatiaedi

3.3.15.1.  |EEE 802.1X (Authenticator role)

3.3.15.2.  Port Security

3.3.15.3.  Storm control




3.3.15.4.  Access Control Lists (ACLs)
3.3.155.  @unsevih DOS attack prevention g
3.3.15.6.  auayunisldau ipve 16

3.3.16. @3130UIMNMIINNTIQUNSAINILNIG Web user interface

(HTTP/HTTPS) uag Telnet Iiduse1aifon

[
Yo o

3.3.17. gunsalawnsavilddeil HTTP/HTTPS, RADIUS, port mirroring, TFTP
upgrade, DHCP client, SNTP, cable diagnostics, Ping w8 syslog 1o
Wueealiey

3.3.18. gunsalldifumsfusesnnsgiu UL, CSA, CE mark uas FCC (uagha
oy

3.3.19. gunsalfiaviun wouduredwl ineriumsldnumnnoy

3.3.20. flavesadosinivdaussamsdumunusmine PNENENNID
muwnudmieluussmalne Tneglvduvasdauesia

3.4. Media Converter ﬂmamﬁ'ﬁﬁaﬁ ,
3.4.1. \Jugauuasann RI45 (10Base-T) iuleuftiuas (10BASE-FL)
3.4.2. nsidousie: 1 x RJ45, 1 x ST (RX / TX)
3.4.3. uw3gu CAT3, 4, 5, aewandalowfiuiings 62.5 /125 ST
3.4.4. 1 m3g1U IEEE 802.
4. gunsaluszneu
4.1.ﬁmEJL%awiaswdwqﬂniail,wiasﬁamummgwu 802.3
4.2 Jgorwrsraninsvieuvsaniee '
4.3.@18 RJ 45 Control |
4.4.nglug RACK 27U ﬁaaﬁﬂg’nﬁm%'uLma'qahalvﬂﬁﬁ’uqﬂnsaﬁm’w
5. Teasdadug
5.1.@ﬁaﬁw%’umwmaaauas?]namuiﬁuﬁqﬂmﬂs
5.2.5uUseiudumetneey 1
5.3. Rasaszuuliiin wayszuUaBEdygnesetsneluies S9uu 1 vuu de
Muvanuiesgiides
5.4.p30%s0slih un 1000 VA finauauifamyatnrey fil
5.4.1. Mdslwvhaueenlsidesndt 1000vA
5.4.2. Juseuu LINE INTERACTIVE  UPS WITH STABILIZER

il /L( —




5.4.3. 193’%’11ms%’usaammsg'luqma'mnssm 18N.1291 LAy 1-2553, 1291 18y 2-
2553 uay 1291 8y 3-2555 (wieuuandtonans)

5.4.4. wﬁmmﬂ‘[sqmuﬁlﬁmmgm 1SQ9001, ISO14001(WSeuuansanans)

5.4.5, Q’Nﬁﬁﬂ?aﬁﬁwL%'ﬂﬁaqlﬁmmgwu ISO9001:2015 910 TUV NOR, Dakks,
NAC ﬁﬂsa‘UﬂquLf“‘{snﬁ’umsaaﬂu:uumen’mmﬁmm‘%'mﬁﬁadwﬁw NISHAN
m‘%amuqmmﬁ’ulwﬁﬁ A58 NISUIANS LLaxmsﬁmﬁ"'m%"mmmu
usssuliih /inTesdsedluih widessnglnnssudansy//lvaiaad IZUU)
(HanIANNaI LA Ting Bunesined AnSosralndn uas
LunLee3 (Wlonudnaenans)

5.4.6. fiauamandesiviidoussdsmadutunus e mﬂwwammamtmu
Tmiheludssmalne Ineldduunzidnayesan

5.4.7. Sulsziurnuthgaunnsewesgunsaidussesnalidesnit 1 3 wley

AlenNsitaluTudssy

U

181137 2 15eenTIadRuLAT g IATetY  Sudu 1 eSes
LA3848g 100,000 UMW

1. paudnuaeiily

1.1 LUULﬂi@\TWS’Jﬁ]ﬁB‘ULLa U1y \‘liﬂlﬁl,ﬂi’e]?ﬂﬂ 2UR Multi Function OTDR
2. gavidsaamaila

2.1. Wavelengths (nm) 1310/1550

2.2. Max.Distance 100km

2.3. Dynamic Range 26dB / 28dB

2.4, Dead Zone 8.0m

2.5. Data Storage 10000 traces

2.6. Display 3.5 inch TFT color LCD

2.7. Interface USB 2.0

2.8. Battery Built-in rechargeable battery
3. gunsalusenau

3.1. LIGHT SOURCE 1310/1550 91179y 1 40

3.2. Power Meter 31u7u 1 %49

I o




d ﬁi a '3 [N (] -ﬁi
F18N59 3 LATDIABUNAUMBIUAUYIY 37U 1 1ASes
139982 150,000 U
1.

3185 4 gunsaillasiufbindedng Firewall $1unu 1 1304
LA38AE 360,000 UMW
Iz

fmheguszanananans (CPU) WUy 10 wnumdh (10 core) wieini dmsu
ABLRNMBSWITY (Server) lnsiamesuagilnnuSidygnanninigsan ifeanin
2.2 GHz 97143 1 vilhe

wheUszulananas (CPU) 5095UM5USEAaRawuy 64 bit INeANUTIRUY
Cache Memory sauluszau (Level Wmenduliitdosnin 13 MB

fimheaudndn (RAM) vl ECC DDRS viadnindvwialitesnin 16 6B
aduayunsviie RAID lddeenin RAD 0, 1, 5

fimhedaiudoya viia SCSI v SAS vide SATAT fienssevlsideandt 10,000
sousiewil vwnamuglitiesndt 1 TB ve wiia Solid State Drive wi3aiindh wun
muqlsitiasndt 480 GB Sualitesnin 2 mie

< J

doudonriaszuuIASeus (Network Interface) WUy 10/100/1000 Base-T e

it}

i [

n1 Tnulitesndn 2 Yag

hot )}

i1 Power Supply WUU Redundant %ida Hot Swap 94U 2 wiae

L4
=

fiszuudURns Windows Server figndesmudvavs

fniheeneliwesdwiunaninisvine sueldtesnin 19 Ta

Lﬂuqﬂﬂifﬁl,wu Hardware Appliance Viaamwum%ﬁaﬁmﬁﬁﬁ Next Generation
Firewall '

aﬁu’ISQVTW\‘i’)u'LuEULLUU‘UaQ Firewall uaz Application Control Taes] Throughput
gegaliiviosndn 2.3 Gbps lnesesiu Application laitfesnin 4,000 applications
mmaaﬁmm‘lugmwwm Intrusion Prevention System lagsl Throughput ggn
Lsifoenin 2.3 Gbps '

i1 Network Interface wUU 1 Gigabit Ethernet (SPF) s1uaulaidiosnin 4 wesa uas
LUV 1-Gigabit Ethernet (RJ45) durulsitiosndt 8 wase

I995UIIUIU concurrent session geambifosnin 200,000 current sessions wax

5895U new connection per seconds gegnliitfasndn 15,000 connections per

second

— ==l




6. fmaindwiuuimsdamslneianis (Management Port) vl 1-Gigabit Ethernet
vlla RJ45 wagweasn Serial Console Port wila RJ-45

7. dwdemudn (Storage) vunalaitiasndt 200 GB

8. 9893UMI9U High Availability Wuu Active-Standbyldidusehatios

9. annsadanisulunenisidense lawaansassyandeyaidetns 1wy User,
Application, Geo-Location waz Websites Iaidusesiie

10. ansafutoyanedasdy (security intelligence) ﬁ'ﬂugmmu IP, URL, waz DNS
threat intelligence i vasHERwe Wothuldlunisinny wioUesiungy IP
address, URL %38 DNS #isaqaedels

11. 589399 URL Filtering Tnedl categories laitfoendn 80 ng
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